
SECURE ASSP

 AT98SC FAMILY 
SECURE EMBEDDED SYSTEMS

Security Modules

Atmel® has developed a new family of hardware security modules to prevent high-tech goods counterfeiting,

multimedia contents copying and identity theft. The proven cryptographic protocols implemented in Atmel’s

AT98SC products protect people privacy and prevent IPs cloning thanks to multi-factor authentication and

data secure storage.

Turnkey Solution

The AT98SC family is a complete and easy-to-use solution offering low-cost, ease of integration, higher

security and proven technology.

Key Features

■ 8-/16-bit or 32 bit RISC Core

■ On-chip Secure Storage 

on EEPROM for User Data

■ Hardware Cryptographic Accelerator

■ USB 2.0 Full Speed Interface,

USB CCID Compliant

■ SPI, UARTs, TWI Interfaces

■ Designed to Meet C.C. EAL4+

and FIPS 140-2 Certification 

Applications

■ Set Top Boxes

■ Gaming Platforms

■ Vending machines

■ Multimedia Centers

■ Routers, Servers

■ Ink Cartridges, Peripherals, 

Batteries

■ USB e-Tokens

■ Security Dongles

■ Secure Flash Drives

■ PKCS#11
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Part Number EEPROM I/O Interface Voltage Package

AT98SC008CT 8K SPI 1.62-5.5V 44QFN

AT98SC032CT-USB 32K USB 2.0 1.62-5.5V 44QFN, 44LQFP, SOIC-8

Based on Atmel smart card design expertise and leadership, the AT98SC family embeds a cryptographic application
allowing strong challenge-response authentication, one time password generation, digital signature (RSA
PKCS#1, ECDSA), data encryption (3DES, RSA PKCS#1 v2.1), message digest (SHA1,SHA256), public key 
generation (RSA, ECC) and random number generation. It also includes an administration application to manage
contents and configuration of the chip. Data are permanently stored in a file system (EEPROM located) which is
fully customizable according to customer application requirements. Folders can be password protected and file
access rights can be defined to protect user sensitive data and restrict access to cryptographic features.


